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ÅJDBC
ïPrepared Statements

ïTransactions

ïSQL Injection

ÅActive Databases
ïIntegrity constraints

ïTriggers

ïComplex Database Programs
ÅUser-Defined Functions

ÅStored Procedures

ÅBasic security
ïAccess control
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12 Application Programming 2



ÅBasic steps when working with JDBC

1. Load the driver

2. Define a connectionURL

3. Establish a connection

4. Create a statement(s)

5. Execute a statement(s)

6. Process the result(s)

7. Close the connection
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12.1 JDBC

1

23



ÅWhen performing a simple statement, roughly the following 
happens
ïthe statement is composed in your app using String

manipulation

ïthe SQL String is wrapped and sent to the database via the 
JDBC driver

ïthe DBMS parses and checks the statement

ïthe DBMS compiles the statement

ïthe DBMS optimizes the statement and tries to find the best 
access path

ïthe statement is executed

ÅWhen you execute the same/similar statement multiple 
times, all those steps are performed for each single 
statement
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12.1 JDBC: Prepared Statements



ÅTo avoid unnecessary overhead, prepared 

statements may be used

ÅPrepared statements use parameterized SQL

ïuse ? as markers for parameters

ïexample:  

ÅSELECT * FROM heroes WHERE id = ?

Ågeneric SQL query for retrieving a hero by its ID

ïPrepared Statements may either be used for queries 

or for updates / DDL operations
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12.1 JDBC: Prepared Statements

? Blah?



ÅPrepared Statements use the following workflow

ïwhen creating a (parameterized) prepared statement, 

it is wrapped, sent to the DBMS, parsed, checked, and 

optimized

Åonly once for any number of execution

ïeach time it is executed, the values for the parameters 

are transferred to the DBMS and the statement is 

executed

ïperformance may be significantly

higher compared to using dynamic statements

Relational Database Systems 1 ςWolf-Tilo Balke ςInstitut für Informationssysteme ςTU Braunschweig 6

12.1 JDBC: Prepared Statements



ÅTo supply values for the placeholders, use 
setX (number, value) methods
ïlike for the get and update methods, there are set methods for 

any data type
Åplaceholders are referenced by the position in the SQL string starting 

with 1

ïAfter all placeholders are filled, you may call
ÅexecuteQuery () for queries returning a ResultSet

ÅexecuteUpdate () for update/DDL statements return the number 
of affected rows
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12.1 JDBC: Prepared Statements

PreparedStatement moviesInYears = conn. prepareStatement (
"SELECT * FROM movies WHERE releaseDate=>? AND releaseDate=<?"

);
for ( int i= 0; i< 10; i++) {

moviesInYears. setInt ( 1, 1990 +i* 2);
moviesInYears. setInt ( 2, 1991 +i* 2);
ResultSet rs = moviesInYears.executeQuery();
// é do something

}



ÅOf course, you can use transactions within 

JDBC

ïtransactions are normally disabled by default ( 

depending on the DBMS)

Å"auto-commit"-mode is normally active

ïuse setAutoCommit (boolean switch) to 

change transactional behavior

Åtrue : Every statement is executed immediately

Åfalse : Statement execution is held back 

until COMMITis called
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12.2 JDBC: Transactions



ÅWhen transactions are enabled, any number of 
statements is considered as one transaction until 
it is committed or canceled

ïto commit a transaction use 
Åconn. commit ()

ïyou may also create save points
Åconn. setSavepoint (String savepointName)

ïto roll back use
Åconn. rollback ()

Åor conn. rollback (String savepointName) to 
return to a given safe point
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12.2 JDBC:  Transactions



conn. setAutoCommit ( false );

PreparedStatement changeNameStmt = conn. prepareStatement (
"UPDATE hero SET name=? WHERE name=?"

);

changeNameStmt. setString ( 1, "Jean Grey - Summers" );
changeNameStmt. setString ( 2, "Jean Grey" );
changeNameStmt.executeUpdate();

changeNameStmt. setString ( 1, "Scott Grey - Summers" );
changeNameStmt. setString ( 2, "Scott Summers" );
changeNameStmt.executeUpdate();

conn. commit ();
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12.2 JDBC:  Transactions



ÅWrong usage of JDBC can cause severe security 
problems, e.g. SQL injection

ÅSQL injection is a security vulnerability
of an application using an SQL database

ÅCharacteristic

ïuser input is directly embedded into an
SQL statement without further checking

ïuser is able to extend the SQL statement
or even inject completely new ones

ïthus, data may be corrupted,
deleted, or stolen
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12.3 SQL Injection



ÅExample scenario

ïA web interface asking for

a usernameand a password.

ïfollowingstatement is used to authenticate the user: 

ïthe application simply inserts the user input into the

SQL string (using string concatenation)

ïif there is the given username/password combination,

the application proceeds to the protected member area
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12.3 SQL Injection

String s = " SELECT * FROMusers " + 

"WHEREusername = '" + user + "'" + 

" AND password = '" + passwd + "';"



ÅPossible attacks

ïauthenticate as admin

Åusername = admin

Åpassword =' OR 1=1; --

ïdrop the user table

Åusername = admin

Åpassword ='; DROP TABLE users; --
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12.3 SQL Injection

SQL comment

SELECT * FROMusers WHEREusername = 'admin' 

AND password = '' OR 1=1; -- ';

SELECT * FROMusers WHEREusername = 'admin' 

AND password = '' ; DROB TABLE users; -- ';



ïeven worse ðcapture the whole system!

Åsome DBMS systems provide stored procedures to access 

the underlying operating system itself (e.g. MS SQL)

Å'; EXEC xp_cmdshell ' format c:  /s '; 
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12.3 SQL Injection



ÅWhat hackers usually do
ïhackers usually donõt know the queries, 

tables, and inner workings of applications
Åvulnerabilities need to be discovered

ïstart with entering information containing any
SQL control characters (e.g. ')
Åif this results in an error,

the application is potentially prone to injection attacks

ïinject SQL code in order to guess the structure of the 
tables and columns, and also the security boundaries of 
the system
Åobserve the error codes to validate your guesses

ïas soon as the extent of the vulnerability data schema is 
known, data can be freely manipulated or stolen
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12.3 SQL Injection



ÅHow to prevent injection attacks?

ÅSanitize the input!

ïrestrict all user input to only safe characters

(i.e. remove control characters)

ïwill also delete characters which might be needed in 

the input (e.g. ')

ïwonõt protect you in case of integer values

Åé WHERE id = 17 OR 1 = 1
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12.3 SQL Injection



ÅQuote and escape the input
ïescape all control characters
Åthis might be quite tricky and often depends on the DBMS
ïe.g. backslash is not a special character in DB2 but in MySQL it is used 

as default escape character

Åmost database APIs provide special functions for quoting and 
escaping
ïe.g.  mysql_real_escape_string() in PHP

ïexample:
input: \ ' ; DROP TABLE users; --
escaped: 

WHERE email = ' \ \ \ ' ; DROP TABLE users; -- '

ïNotice: for DB2 this would not work:
WHERE email = ' \ \ \ ' ; DROP TABLE users; -- '

Ådedicated escape procedures for each DBMS are needed
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12.3 SQL Injection



ÅUse strongly typed parameters

ïcast/parse each user input to its intended data type

Åprevents e.g. integer input with injected code

Åtogether with sanitized input or escaping and quoting,

typing provides an acceptable amount of protection
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12.3 SQL Injection

String s = readUserInput();

try {

Integer.parseInt(s);

} catch (NumberFormatException ex) {

// respond to invalid input

}



ÅUse prepared statements

ïthe structure of a prepared 

statement is fixed

Åuser input is just dataand cannot 

change the predefined statement

structure

ïsimplest and most secure way to sanitize your input

ïbesides the security benefit, prepared statements may also 

increase your query performance

ïBEST SOLUTION ðUSE PREPARED STATEMENTS! 

ÅIf you do not use prepared statements in an application, have a good 

reason for that!
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12.3 SQL Injection

ʎpassword=%1

equal

password %1



ÅIsolate your Web/DB server

ïput your servers in a secure DMZ (DeMilitarizedZone)

Åeven if the attacker is able to completely capture the machine, 
he/she wonõt be able to do much harm

ÅRestrict your error reporting

ïmany programming frameworks are by 
default configured into developer mode

ïon failure, they report in detail what went wrong

Åe.g. display the faulty query and excerpts from the call hierarchy 
or the DB schema

Åthis information is very helpful in finding security vulnerabilities, 
so donõt give it to your foes!
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12.3 SQL Injection



ÅDespite many years of development, JDBC is still 

a little bit clumsy

ÅEspecially, there is no major release yet integrating 

with Java 8õs Lambda expressions

ïHowever, we can try to mimic such an integration 

using some external libraries

ïExample: Using Apache Commons DbUtils

ïLikely, future versions of JDBC will properly support 

SQL with Lambdaõs!
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12.4 Beyond JDBC



ÅApache Commons DbUtils

Åhttp://commons.apache.org/proper/commons-dbutils/ 

ÅSimple API providing additional DB features, especially 

JavaBeans mappers

ï Example: Create a properly typed object stream!
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12.4 Beyond JDBC

public class Player {
String fn; 
String ln; 

public Player(String fn, String ln) {
this .fn = fn;
this .ln = ln;

} 

@Override public String toString() { return fn + " " + ln;}
}
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12.4 Beyond JDBC

public void streamingSQL(Connection conn) throws SQLException {

// open an object array stream

Stream <Object[]> listStream = new QueryRunner ().query(

conn, 

"SELECT firstname, lastname FROM players" , 

new ArrayListHandler ()

).stream();

// map objects to a Player stream

Stream <Player > playerStream = listStream.map(array - >

new Player ( (String) array[ 0], (String) array[ 1])

);

// print players

playerStream.forEach(System.out::println);

}



ÅMySQL and PostgreSQL
ïvery good open source RDBMS
Åserver-client architecture

ïalso good for practicing 
Åwith a little bit more administrative overhead

ïrecommended if you need a fully featured RDBMS for an 
application

ïMySQL
Åcomes with a set of storage engines
ïMyISAM : no ACID, no fail recovery, no 

foreign keys but fast!

ïInnoDB : ACID compliant, referential integrity, 
etc. but slower.

ïNDB Cluster: in-memory DB
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Recommended DB Software



ÅMySQL and PostgreSQL

ïPostgreSQL

Åmore serious implementing the 

SQL standard

Åarchitecture closer to database 

theory

Åused to be slower than MySQL, but

performance and scalability increased dramatically in the last 

years
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Recommended DB Software


