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A JDBC

I Prepared Statements
I Transactions
I SQL Injection

A Active Databases
I Integrity constraints
I Triggers
I Complex Database Programs

A UserDefined Functions
A Stored Procedures

A Basic security
I Access control
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(7) 12.1 JDBC Silmmayy

A Basic steps when working with JDBC

1.

N O Ok WD

Load the driver

Define a connectionURL
Establish a connection
Create a statement(s)
Execute a statement(s)
Process the result(s)
Close the connection

3 @
©0
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12.1 JDBC: Prepared Statements

A When performing a simple statement, roughly the followi
happens

the statement is composed in your app ussBtgng
manipulation

the SQL String isvrapped and sent to thedatabase via the
JDBC driver

the DBMSparses andchecks the statement
the DBMScompiles the statement

the DBMSoptimizes the statement and tries to find the best
access path

the statement iexecuted

A When you execute the same/similar statement multiple
times, all those steps are performed for each single
statement
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12.1 JDBC: Prepared Statements

A To avoid unnecessary overheadepared
statements may be used

A Prepared statements uggrameterized SQL
| use?as markers for parameters
I example:
ASELECT * FROMheroes WHEREd = ?
Ageneric SQL query for retrieving a hero by its ID

I Prepared Statements may either be used for querie:
or for updates / DDL operations /..o

.
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@ 12.1 JDBC: Prepared Statements

A Prepared Statements use the following workflov

I when creating a (parameterized) prepared statemer
It Is wrapped, sent to the DBMS, parsed, checked, al
optimized

Aonly once for any number of execution

| each time it Is executed, the values for the paramete
are transferred to the DBMS and the statement is
executed

I performance may be significantly
higher compared to using dynamic statemeiid
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@ 12.1 JDBC: Prepared Statements

A To supply values for the placeholders, use
setX (number, value) methods

I like for the get and update methods, there are set methods fc

any data type

A placeholders are referenced by the position in the SQL string starting

with 1

| After all placeholders are filled, you may call
A executeQuery () for queries returning &esultSet

A executeUpdate () for update/DDL statements return the number

of affected rows

PreparedStatement moviesinYears = conn. prepareStatement  (
"SELECT * FROM movies WHERE releaseDate=>? AND releaseDate=<?"

for (int 1= 0;i< 10;i++) {
moviesinYears. setint (1, 1990 +i* 2);
moviesinYears. setint (2, 1991 +i* 2),
ResultSet rs = moviesinYears.executeQuery();
/|l €é& do somet hing

}
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@ 12.2 JDBC:Transactions

A Of course, you can usansactions within
JDBC

I transactions are normally disabled by default (
depending on the DBMS)

A"auto-commit“mode is normally active

I usesetAutoCommit (boolean switch) to
change transactional behavior
Atrue : Every statement is executed immediately

Afalse : Statement execution is held back
until COMMITis called
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@ 12.2 JDBC: Transactions

A When transactions are enabled, any number of
statements Is considered as one transaction un
It IS committed or canceled

I to commit a transaction use
Aconn. commit ()

I you may also createave points
Aconn. setSavepoint (String savepointName)

I to roll back use
Aconn. rollback ()

Aor conn. rollback (String savepointName) to
return to a given safe point
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12.2 JDBC: Transactions

conn. setAutoCommit (false );

PreparedStatement changeNameStmt = conn.  prepareStatement
"UPDATE hero SET name=? WHERE name=?"

);

changeNameStmt. setString (1, "Jean Grey - Summers");
changeNameStmt. setString (2, "Jean Grey" );
changeNameStmt.executeUpdate();

changeNameStmt. setString (1, "Scott Grey - Summers"),
changeNameStmt. setString (2, "Scott Summers" ),
changeNameStmt.executeUpdate();

conn. commit ();
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12.3 SQL Injection

A Wrong usage of JDBC can cause severe securi
problems, e.g. SQL injection

A SQL injection is asecurity vulnerability
of an application using an SQL database

A Characteristic

I user input Is directlyembedded into an
SQL statement without further checking

| user Is able teextend the SQL statement
or eveninject completely new ones

| thus, data may beorrupted,
deleted, or stolen
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@ 12.3 SQL Injection

A Example scenario v

I A web interface asking for et
a usernameand apassword

| followingstatement is used to authenticate the user:

/ String s = "SELECT * FROMusers" +
"WHERE username =" +user+ " +
" AND password =" + passwd + "

I the applicatiorsimply inserts the user input into the
SQL string (using string concatenation)

i If there Is the given username/password combination,
the application proceeds to the protected member area

Relational Database Systemg Wolf-Tilo Balkeg Institut fiir Informationssysteme TU Braunschweig 12



@ 12.3 SQL Injection

A Possible attacks

I authenticate as admin

Ausername =admin
Apassword = OR 1=1;--

SELECT * FROMusers WHEREusername = ‘'admin'
AND password= " OR 1=1; -

I drop the user table

Ausername =admin
Apassword =; DROP TABLE users; «— >Q- comment

SELECT * FROMusers WHEREusername = ‘admin'
AND password= " ; DROB TABLE users; --
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@ 12.3 SQL Injection

i even worsed capture the whole system!

Asome DBMS systems provide stored procedures to acces
the underlying operating system itself (e.g. MS SQL)

A':  EXEC xp_cmdshell'  formatc: /s ;

HI, THIS 15 OH, DEAR = DID HE | DID YOU REALLY WELL WEVE LOST THIS

YOUR SON'G SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WE'RE HAVING SOME N A wﬂ‘r+ Robert'); DROP I HOPE YOURE HAPPY.

COMPUTER TROUBLE. TABLE Stoderts; - 7 !

R AND T HOPE

, ~OH.YES LUITTLE “~ YOUVE LEARNED

BOBRY TARLES, T0 SANITIZE YOUR

H g WE CALL HIM. DATABASE INPUTS.
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@ 12.3 SQL Injection

A What hackers usually do

fhackers wusually do g
tables, and inner workings of applications

Avulnerabilities need to bdiscovered
| start with entering information containing any
SQLcontrol characters (e.g.)

Aif this results in an error,
the application is potentially prone to injection attacks
I Inject SQL code Iin order to guess tisructure of the
tables and columns, and also thecurity boundaries of
the system

A observe theerror codes to validate your guesses

I as soon as the extent of the vulnerability data schema I
known, data can be freely manipulated or stolen
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@ 12.3 SQL Injection

A How to prevent injection attacks?

A Sanitize the input!
I restrict all user input to onlysafe characters
(l.e. remove control characters)
I will also delete characters which might be needed ir
the input (e.q)
fwonot protect
Aé WHEREd= 17 OR1=1
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@ 12.3 SQL Injection

A Quote and escape the input

I escape all control characters

A this might be quite tricky and often depends on the DBMS

i e.g.backslash is not a special character in DB2 but in MySQL it is ut
as default escape character

A most database APIs provide special functions for quoting and

escaping
i e.g.mysql _real escape_string() in PHP
I example:
input:\ ' ; DROP TABLE users; EZ
escaped:
WHEREemail= "\\\'; DROP TABLE users; -
I Notice: for DB2 this would not work:
WHEREemail= '\ \\'; DROP TABLE users; -

A dedicated escape procedures for each DBMS are needed
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@ 12.3 SQL Injection

A Use strongly typed parameters

| cast/parse each user input to its intended data type
Aprevents e.g. integer input with injected code

Atogether with sanitized input or escaping and quoting,
typing provides an acceptable amount of protection

/String s = readUserInput();

try {
Integer.parseint(s);

} catch (NumberFormatException ex) {
// respond to invalid input

}

\ S
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@ 12.3 SQL Injection

A Use prepared statements
I the structure of a prepared -

C g qual
statement is fixed -

A user input igust dataand cannot

change the predefined statement

structure \_ A
I simplest and most secure way to sanitize your input

I besides the security benefit, prepared statements may also
Increase your query performance
i BEST SOLUTION 0 USE PREPARED STATEMENTS!

A If you do not use prepared statements in an application, have a good
reason for that!
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@ 12.3 SQL Injection

A Isolate your Web/DB server

I put your servers in a secure DMD(eMiIlitarizedZone)

A even if the attacker is able to completely capture the machine,
he/ she wondot be abl

A Restrict your error reporting

i many programming frameworks are by /.
default configured into developer mode M=z

I on failure, they report in detail what went Wrong

Ae.g. display the faulty query and excerpts from the call hierarch
or the DB schema

A this information is very helpful in finding security vulnerabilities
so donot give 1t to your foe
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12.4 Beyond JDBC  Uefpp;

A Despite many years of development, JDBC is st
alittle bit clumsy

A Especially, there is no major release yet integrat
wi t h JLamboa expréssions

I However, we can try to mimic such an integration
using some external libraries

I Example: Using Apache CommddbUltils

I Likely, future versions of JDBC will properly support
SQL with Lambdaos!
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(@) 12.4Beyond JDBC  VEfpy

A Apache Common®bUltils

A http://commons.apache.org/proper/commedtisutils/

A Simple API providing additional DB features, especially
JavaBeans mappers
I Example: Create a properly typed object stream!

Kpublic class Player {

String fn;
String In;
public  Player(String fn, String In) {
this .fn =fn;
this .In=In;
}
\ @Override public  String toString() { return  fn+ """ +1In;}
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@ 12.4 Beyond JDBC Demllli

[ public void streamingSQL(Connection conn) throws SQLEXxception {
// open an object array stream
Stream <Object[]> listStream = new QueryRunner ().query(
conn,

"SELECT firstname, lastname FROM players" :
new ArrayListHandler §)
).stream();

/[ map objects to a Player stream

Stream <Player > playerStream = listStream.map(array ->
new Player ((String) array[ 0], (String) array[ 1])

)i

/[ print players
playerStream.forEach(System.out::println);
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@ Recommended DB Software Defolm

A MySQL and PostgreSQL

I very good open source RDBMS
A serverclient architecture

i also good for practicing PostgreSQL

A with a little bit more administrative overhead

I recommended if you need a fully featured RDBMS for a
application

I MySQL
A comes with a set of storage engines

I MyISAM : no ACID, no fail recovery, no
foreign keys butast!

i InnoDB : ACID compliant, referential integrity,
etc. but slower.

i NDB Cluster: in-memory DB

l\/Il_.]SQL
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@ Recommended DB Software

A MySQL and PostgreSQL
I PostgreSQL
Amore serious implementing the
SQL standard

A architecture closer to database
theory

Aused to be slower than MySQL, but
performance and scalability increased dramatically in the
years
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