
Exercise in subject: Distributed Systems Ramp Up

Title: Lab 2:

Deadline: None

Expected effort: 2 hours

Question 1: Networking

(a) Which of the following best describes UDP, and TCP

1. Reliable, ordered, stream-format

2. Reliable, ordered, datagram-format

3. Unreliable, ordered, stream-format

4. Unreliable, unordered, datagram-format

Solution: TCP is 1.
UDP is 4.

(b) To connect multiple replicas of a system you want to create TCP connections
between these replicas. Since TCP connections can be used in both directions,
you want to create only one connection between each pair of replicas. Assume
each replica (server) knows its own IP address and addresses of the other replicas.
How can you create TCP connections?

Solution: All replicas listen for connections. Replicas can be sorted by IP
address. Replicas create connections to servers with a smaller IP.

Question 2: Fault tolerance

(a) What are fault-avoidance and failure recovery?

Solution:

• Fault-avoidance is designing a system to make faults unlikely.

• Failure-recovery is designing a system to be quickly repaired after fail-
ure.

(b) How to fault-avoidance and failure recovery relate to reliability and availability?

Solution:

• Fault-avoidance increases reliability.

• Failure-recovery increases availability but not reliability.

(c) You are running auctions with online bidding. It supports the following opera-
tions:



• Users can submit a bid.

• Users can query whether they hold the highest bid.

• An administrator can close the action and the bidder with the highest bid
will be announced winner.

1. How can you protect this system from server failure?

Solution: Implement the system deterministically and replicate is using
a replicated state machine.

2. Does your envisioned scheme need a failure detector?

Solution: Yes, replicated state machine needs a failure detector to de-
tect leader failures.

3. How can your system handle that two users submit a bid with the same
value?

Solution: Yes, the first bid that is registered wins.

4. Are there any drawbacks to the scheme you describe?

Solution: You need at least 3 servers, which is more than in a primary-
backup system.

(d) Assume you implement the auction above as a primary-backup system.

1. What could happen if the failure detector gives a false alarm?

Solution: The primary and backup could start operating each on its
own. Worst case both would announce different winners.

Question 3: Scalability
You run a set of sensors that register cars entering and leaving a tunnel. The data is
being used for 3 different cases:

1. Car owners need to pay for driving through the tunnel. They pay through
a deposit. When a car is registered as approaching the tunnel, its deposit is
reduced and a red or green light shows the driver the amount of deposit left.

2. In case of an emergency, the fire department needs to know how many cars are
left in the tunnel.

3. To plan maintenance, you want to determine during which time of the year and
day, the tunnel is least frequented.

Which of the above three use cases fits request reply, batch processing, or stream
processing?
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Solution: 1 is a request reply pattern. A reply is needed in time for the light
to show. 2 fits for stream processing. You need to continuously process the cars
coming in and out of the tunnel to have the number ready. 3 is a batch job
analyzing historical data.
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