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Overview

• Network and Software Security 

• Parts of the unit 
• Part 1: Network attacks and defenses 
• Part 2: Software vulnerabilities 
• Part 3: Software defenses
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Network Attacks

• Network attacks 
• Available at all layers of communication 
• Impact on confidentiality, integrity and availability 

• Root causes of attacks 
• Failures in protocol and network design 
• Vulnerabilities in implementations 
• Misconfiguration of network services  
• Incorrect operation of network services
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Classic Attacks

• Classic network attacks (oldschool) 
• Spoofing  = network messages with spoofed data 
• Hijacking  = takeover of connections and sessions 
• Flooding = (distributed) denial-of-service attack 

• Examples for your homework 
• Network sniffing (all layers) 
• ARP spoofing (Link layer) 
• Smurf attacks (Internet layer)
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Network Defenses

• Application of basic security concepts 
• Cryptography: encryption and verification of data 
• Authentication: (mutual) authentication of parties 
• Access control: restriction and control of communication 

• Reactive security concepts 
• Vulnerability assessment “finding vulnerabilities” 
• Intrusion detection   “finding attacks” 
• Computer forensics   “finding attackers”
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Cryptography in Networks

• Network protocols with cryptographic extensions 
• Protection of confidentiality and integrity 
• Applicable at different layers of communications 

• Symmetric-key cryptography 
• Efficient encryption and verification of network data 
• Verification of data using hash functions 

• Public-key cryptography 
• Exchange of session keys 
• Signing and verification of keys and data
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Access Control in Networks

• Access control 
• Often ACLs on network objects (e.g. nets, hosts, ports) 
• Applicable at different layers of communication 
• Realization using lists, rules and filters  

• Common mechanisms for access control  
• Link layer:  MAC filter 
• Transport layer:  Packet filter 
• Internet layer:  Packet filter 
• Application layer:  Proxy and 

 application-layer gateway 
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Firewalls

• Firewall = a host that mediates access to a network 
• Inspection of all inbound and outbound packets 
• Access control on different communication layers 
• Semantics-aware protocol analysis (states, re-assembly) 
• Partitioning of network segments (e.g. DMZ) 
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Attacks vs. Defense

• Arms race between attackers and defenses 
• Cryptographic extensions stop sniffing and hijacking 
• Firewalls limit several classic attacks, e.g. spoofing 

• One hole fixed; another one opened 
• Vulnerabilities in security systems, e.g. firewalls 

• Constant evolution of attack techniques 
• Move to application-layer protocols and beyond 
• Move from server-based to client-based attacks
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Vulnerabilities

• Vulnerability = exploitable flaw in a system or software 
• Basis for attacks on confidentiality, integrity or availability 
• Software bug not necessary a vulnerability 

• Where do vulnerabilities come from? 
• Flaws in system design 
• Implementation errors 
• Misconfiguration 
• Inappropriate operation
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Prevention of Vulnerabilities

• Secure software development 
• Security-aware design, implementation and operation 
• Requires time and expertise (↯ cheap development)  
• Example: practice of secure programming 

• Common root-causes of vulnerabilities 
• Inconsistent abstraction of semantics 
• Mixing of control structures and data 
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Exploits

• Exploit = program for exploiting a vulnerability 
• Usually manipulation of control flow 
• Bypass of authentication and access control 
• Proof of concept vs. malicious code 

• Common exploit phases 
• Injection of code or data 
• Manipulation of control flow 
• Elevation of privileges 

• No restrictions on exploit design
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Vulnerability Lifecycle

• Different points in the “life” of a vulnerability  
• Pivotal point: public disclosure of vulnerability  
• Vulnerability prior to its disclosure denoted as “zero-day” 

 
 
 
 
 
 

14 (Frei et al., WEIS 2009)
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Figure 3: The lifecycle of a vulnerability defined by distinctive events. The exact sequence of events
varies between vulnerabilities.

to turn such code into a working exploit. The time of
exploit is the earliest time an exploit for a vulnerability
is available.

5.2.4 Time of public disclosure (tdiscl)
The purpose of disclosure is to make security infor-

mation available to the public in a standardized, under-
standable format. Disclosure is an important event in
the security ecosystem. In the literature, definitions of
disclosure range from ”made public to wider audience”,
”made public through forums or by vendor”, ”reported
by CERT or Securityfocus”, or ”made public by anyone
before vendor releases a patch” as in [19, 20, 21]. To
normalize this set of definitions, we define the disclo-
sure time as follows:

Definition 2. The time of disclosure tdiscl(v) of
a vulnerability v is the first time a vulnerability is de-
scribed on a channel where the information disclosed
and the information channel publishing the vulnerability
satisfy the following requirements:

1. Free Access: The disclosed vulnerability informa-
tion is available to the public for free.

2. Independence: The vulnerability information is pub-
lished by a widely accepted and independent source.

3. Validation: The vulnerability has undergone anal-
ysis by security experts such that risk rating infor-
mation is included.

These requirements ensure the quality of vulnerabil-
ity information threefold: From the security perspective
only a free and public disclosure of vulnerability infor-
mation can ensure that all interested, a↵ected, or con-
cerned parties get the relevant security information (free
access). Independence is a prerequisite for unbiased and
complete information, while the validation requirement
builds confidence in the quality of the information deliv-
ered. The mere discussion of a potential flaw in a mail-
ing list or vague information from a vendor therefore
does not qualify. We call viable sources of vulnerabil-
ity information Security Information Providers (SIP),
which we discuss in detail in Section 6. Furthermore,
only an information source not dependent on a vendor

or government is unbiased and ensures a fair dissemina-
tion of security critical information2. This implies the
use of several sources to determine the time of disclo-
sure, as many of the organizations that publish security
information are associated with vendors or governments.

In combination, these three requirements ensure that
the disclosure date reflects the first time when trusted,
widely understandable information about a new vulner-
ability is publicly available to everyone concerned. Cor-
relation using CVE identifiers allows to handle dissim-
ilar publication dates from diverse sources: The publi-
cation date of the first SIP (as listed in the Appendix)
reporting a given vulnerability is used as the disclosure
date tdiscl for a vulnerability.

5.2.5 Time of patch availability (tpatch)
The time of patch availability is the earliest time that

the vendor releases a patch that provides protection
against the exploitation of the vulnerability. Unfortu-
nately, software vendors typically cannot make security
patches available instantly after the discovery of new
vulnerabilities or exploits. While some vendors publish
patches as soon as these are available, others publish
patches on a predefined schedule to ease the planning
of patch installation (e.g. monthly or quarterly sched-
uled release of new patches). We analyze the patch re-
lease performance of various software vendors in detail
in Section 7. In many cases a patch may be available
before public disclosure (e.g. the DNS vulnerabilities of
2008 and service pack roll-ups for new operating sys-
tems [22]). Fixes and patches o↵ered by third parties
are not considered as a patch, we deem the vendor as
the only authoritative source to provide patches for its
software. The complexity of patches varies from simple
configuration fixes to extensive changes in the founda-
tion of the software. Other security mechanisms such as
signatures for intrusion prevention systems or anti-virus
tools are not considered as patches.

5.2.6 Time of patch installation (tinsta)
Software users can only benefit from the correction of

a vulnerability after a patch is installed on their systems.

2In the following of this paper we use the term vendor to
name the manufacturer of the software for commercial
products, freeware, and open-source software alike

4



Page

Some Vulnerability Types
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Fun with Validation

Cross-site scripting 
SQL injection 

Remote file inclusion

Fun with Memory

Stack overflows 
Heap overflows 

Integer overflows

Fun with Concurrency

Race conditions 
Deadlocks 
Livelocks
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Secure Functions

• Replacement of insecure functions 
• Explicit and implicit boundary checks 
• Consistent interfaces to memory access  
• Removal of inherently insecure functions 

• Secure programming languages 
• Recent patches and extensions to GCC and LibC 
• Interpreted (slow) languages often more secure 
• Security-aware language, e.g. Rust
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Input Validation

• Never, never, never trust remote input! 

• Validation of any user-supplied data 
• Escaping of control characters and data 
• Validation of externally stored data, e.g. databases 
• Clear separation between code and data 

• Comprehensive validation hard 
• Corner cases and mixed data formats
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Stack

Heap

Static data

Code

Non-Executable Memory

• Access control on memory segments 
• Writable (W) or executable (X) 
• Mutual exclusive use of W and X 
• Different implementations:  

DEP, PAX, W^X, ... 

• Reactive defense at run-time 
• Overflow still possible 
• However: buffer non-executable 

• Hardens execution of injected code

19

W^X

X

W

W

W



Page

Randomization

• Randomization of memory layout 
• Shuffling of data in memory 
• Different granularity levels 

• Reactive defense at run-time 
• Overflows still possible 
• However: addresses not predictable 

• Hardens exploitation of memory  
corruption vulnerabilities
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Constant Arms Race

• What’s the problem? 
• Inconsistent abstraction of semantics  → insecure functions 
• Mixing of control structures and data  → heap and stack 
• Basic problem of designing secure software 

• Impressive creativity of attackers 
• Return-oriented programming 
• Heap spraying 
• Rowhammer attacks 
• Spectre and MeltDown exploits
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Summary
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Summary

• Vulnerabilities 
• Vulnerabilities key problem in computer security 
• Various causes and types of vulnerabilities 

• Defenses 
• Mainly hardening of exploitation → fixing symptoms 
• Boundary checks, access control, randomization 
• On-going arms race with exploit developers

23



Page

Thanks
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