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10. Networkmodels



10.1 Motivation

• Investigation of structural aspects of peer-to-peer 
networks 

– What are requirements to make a peer-to-peer infrastructure 
more useful? For instance: How do I connect new peers to the 
network?

• In this lecture the discussion will be based on a simple 
network model for unstructured peer-to-peer networks

– Users (peers) are represented by vertices in a graph
• Addressable in a unique way via a common communication protocol

– Entries in routing tables are represented by edges of the 
graph

– Peers are egoistic and they do not have global knowledge 
about all other peers and the data stored at those peers



10.1 Motivation

• Desirable System Properties for P2P 
– Decentrality and a self-organized network

• A concept based on the observation that social and biological 
networks
are often very stable and yet organized decentrally

– A structure that improves searching for data and 
retrieving it
• Obvious demand in file exchange systems

– Reliability despite dynamic changes
• Often needed because the data storing servers are failure prone, 

users
enter and leave the system unexpectedly (churn)

– Scalability
• Structure should be appropriate for arbitrarily large numbers of 

users



10.1 Motivation

• Comparison to social networks 

– Social contact is to a certain degree self-organized 
and of a rather local nature

• Small worlds – one knows many/most people in the 
neighborhood and has only few contacts to people living far 
away

– People are born and die, but many global structural 
properties are stable

– There are more and more people
in the world, but the structural
properties of social networks only
change slowly 



10.1 Motivation

• Similar properties can be shown for other real networks 
that evolved over time
– Internet, World Wide Web

– Actors playing together in movies

– Metabolic networks

– …

• What characteristics keep up all these networks?
– Small world effect → small world networks

– Scale-free degree distribution → scale-free networks

• Basic idea
– Creating peer-to-peer networks with these 

characteristics will automatically make them stable 
and scalable



10.1 Basic Definitions

• A directed graph G is defined as a 2-tuple G = (V,E)
– A set of nodes V

– A set of directed edges E between elements of V

• V  represents the set of peers and |V | = n

• E represents the union of entries in the routing table 
of all peers and |E | = m
– The set of neighbors of a peer v is denoted N(v) and for 

every neighbor w there exists an edge (v,w) in E

• deg+(v) is the outdegree of v, i.e., the number of 
vertices w it is connected to by an edge (v,w) 

• deg-(v) is the indegree of v, i.e., the number of 
verticesw that are connected to v by an edge (w,v)



10.1 Basic Definitions

• The clustering coefficient  C(v) of vertex v in a directed 

graph is given by 

– the number of links between the vertices within its 

neighborhood divided by the number of links that could 

possibly exist between them

– the number of neighbors of v is deg+(v) 

– if all neighbors of v would be connected with each other, it 

would be for each neighbor (deg+(v) - 1) connections, i.e. 

deg+(v) (deg+(v)-1) 

– if e(N(v)) denotes the actual number of connections that 

neighbors of v have with each other with each other, the 

clustering coefficient is

C(v) =
e(N(v))

deg+(v) (deg+(v)-1)



10.1 Basic Definitions

• Example: Clustering Coefficients

C(v) =
e(N(v))

deg+(v) (deg+(v)-1)

V

C(v) = (4*2)/(4*3) = 0.66 C(v) = (3*2)/(3*2) = 1C(v) = 0

V V



10.1 Basic Definitions

• A path P(v,w) is a set of vertices {v=v0, v1, …, vk=w} 

with (vi, vi+1) in E  for all (0 ≤ i ≤ k-1)

– The path length |P(v,w)| is defined as the number of edges in 

path P (for unweighted networks)

– The distance d(v,w) is defined as the minimal path length of any 

path between v and w

A shortest path between 
v, w with length 4

Thus, distance between 
v and w is 4

A path between v, w with
length 6

V W
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10.2 Random Graphs



10.2 Random Graphs

• Random graphs provide the easiest model for any 

network

– Simple underlying assumptions

– Analyzable with statistical methods

• First family of network models

studied (1950s)

– Applicable for peer-to-peer

networks 

– In Gnutella peers choose their neighbors more or less 

randomly 



10.2 Random Graphs

• Basic idea 

– Edges are added at random between a fixed number n

of vertices

– Each instance is a snapshot at a particular time of a 

stochastic process, starting with unconnected 

vertices and for every time unit adding a new edge

• Many models were developed at the same time 

– most prominent are 
• the Erdös-Renyi random graph

• the Gilbert random graph



10.2 Random Graphs

• Investigation of random graphs allows statements about the 
expected properties of a random graph

– A property p has a high probability, if the probability of seeing it in a 
randomly chosen instance is high, i.e. P(gn,m shows p) → 1 , (n→∞)

• This is only interesting, if m is a function of n

– Otherwise for fixed m and large n the graph becomes increasingly 
unconnected

• Basic result in random graphs: Connectedness

– Assume m = (n/2) (log n + γ(n)) for some function γ of n

– If for n→∞ function γ(n) → -∞ then a typical gn,m is unconnected, 
if γ(n) → +∞ then a typical gn,m is connected

– For most real networks: average node degree grows with O(log n), 
i.e., the assumption of the theorem is given by γ(n) := log n



10.2 Erdös-Renyi Random Graphs

• Let gn,m be a randomly chosen element from the set 
Gn,m of all graphs with exactly n vertices and m edges

• For instance for G3,2 each of the following graphs is 
chosen with a probability of 0.333

– Erdős, P.; Rényi, A. (1959). "On Random Graphs. I.". 
Publicationes Mathematicae 6: 290-297



10.2 Erdös-Renyi Random Graphs

• For routing between peers a connection is needed

– A (strongly) connected component is a maximal 
connected subgraph

– Two vertices are in the same connected component if and 
only if there exists a path between them 

• Theorem: 
gn,m has a big connected component of size O(n) 
with high probability, if node degree m is greater than 
½ 

– I.e., on average every vertex only needs to have one edge



10.2 Erdös-Renyi Random Graphs

• Efficiency of routing in networks depends on the number 
of edges needed to route between two peers

– The distance between two vertices in a graph is the number 
of edges in a shortest path connecting them

– The diameter of a graph is the maximum eccentricity of any 
vertex i.e. the greatest distance between any two vertices

• Theorem :
the expected diameter of gn,m is in O(log n) with high 
probability, if the graph is connected 

– Above: gn,m is a connected graph with high probability, if
m ≥ log n

– That means that the diameter of a connected random graph 
usually only grows logarithmically   



10.2 Gilbert Random Graphs

• A Gilbert Random Graph gn,p is composed of n 

vertices, and the probability that there exists an 

edge (v,w) between vertices v and w is p

– Generative model: take n vertices and for every 

possible edge between them draw a random number 

between 0 and 1, if the random number is smaller 

then p add the edge to graph gn,p

– Gilbert, E.N. (1959). "Random Graphs". Annals of 

Mathematical Statistics 30: 1141-1144.



10.2 Gilbert Random Graphs

• A graph generated by the Gilbert model (p=0.01)



10.2 Gilbert Random Graphs

• Theorem:

The clustering coefficient of a random graph gn,p is 

asymptotically equal to p with high probability

• In the limit, both classes of random graphs gn,m

and gn,p show same properties if p is chosen such 

that np ~ m

– In fact the expected number of edges in gn,p is (n/2)p
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10.3 Small-Worlds



10.3 Intuition about Social Networks

• How are social networks structured?

• Intuition: 

– Most people's friends are located in their vicinity, be it

colleagues, neighbors, or team mates in the local soccer club

• Thus, social networks should be more or less „grid-like„

This assumption

implies, that the

diameter of social

network should

roughly grow with

O(√n).



10.3 Milgram's Small World Experiment

• The sociologist Stanley Milgram (Yale University) 
conducted the following experiment in 1967 to 
analyze the character of paths in social networks

– Persons chosen at random in Kansas 
and Nebraska were asked to deliver a 
letter to a certain stock broker in 
Cambridge, MA 

– These were the only informations
about  the target person.

– Constraint: The letter can only be
given  to persons one knows on a
first name basis (acquaintances) 

S. Milgram (1933 - 1984)



10.3 Milgram's Small World Experiment



10.3 Milgram's Small World Experiment

• Those letters that reached the target person were passed 
on over 6 mediators on average 
– “6 degrees of separation“

– This was far less than assumed under the „grid-like„ assumption!

• The original experiment was later criticized
– Only 50 persons took part in the original experiment

– Only 5% of letters were actually received by the target person

• But,…
– One letter was received within only 4 days

– The small world effect was experimentally
observed in a vast variety of sciences

– Usually there is a small number of persons
acting as “hubs“



10.3 Milgram's Small World Experiment

• Interesting trivia “Six Degrees of Kevin Bacon“

– While talking about his career, Kevin Bacon once

commented that he's worked with everybody 

in Hollywood or someone who's worked with them

– College students build a party game out of that

statement based on Milgram„s ideas

• Basic idea: 

– Link actors via a minimum number of movies to actor Kevin Bacon

– E.g., Val Kilmer was in “Top Gun” with Tom Cruise, and Tom Cruise was in “A 

Few Good Men” with Kevin Bacon

– Only approximately 12% of all actors cannot be linked to Bacon



• Duncan Watts and Steven Strogatz built on this
result measuring network charateristics in real-
world networks

– Natural structures:
The (simple) neural network of the
roundworm (nematode)
Caenorhabditis elegans

– Man-made structures:
Power grids, collaborations between
movie actors

10.3 Watts-Strogatz Models



10.3 Watts-Strogatz Models

• Those characteristics measured were

– The clustering coefficient as a measure for the „regularity„, or 

„locality„ of the network 
• If it is high, edges are rather build between neighbors than between far away vertices

– The average path length between vertices

• Grid-like networks: If the clustering coefficient is high, 

the average path length should also be high, because 

edges are not „random„, but rather „local„

• Important Finding

– Most real-world networks have a high clustering coefficient

(0.3-0.4), but nevertheless a low average path length



10.3 Watts-Strogatz Models

• Comparison with random graphs that have same number 

of nodes and same average node degree

– Average path length D stays relatively small

– Clustering coefficient C is by orders of magniture larger 

• Definition: A small world network is a network with a 

dense local structure and a diameter comparable to a 

random graph with same numbers of nodes and edges.



10.3 Watts-Strogatz Models

• The small world effect can neither be explained by a grid-
like network model nor by a full random network
– Grid-like networks show regularity and locality, but have a high 

average path length (and diameter)

– Random graphs have a clustering coefficient of p

• D. Watts and S. Strogatz proposed a mixture of both

• The generative model (Watts-Strogatz model)
– Build a ring of n vertices and connect each vertex with its k 

clockwise neighbors on the ring

– Draw a random number between 0 and 1 for each edge 

– Rewire each edge with probability p: if the edge„s random 
number is smaller than p,  keep the source vertex of the edge 
fixed, and choose a new target vertex uniformly at random 
from all other vertices



10.3 Watts-Strogatz Models

– For p=0, the resulting network is totally regular, with a 
clustering coefficient approaching ¾ for large k, the 
diameter is in O(n)

– For p=1, the resulting network is a kind of a random graph 
(regular random graph) with a clustering coefficient of p 
and a diameter in O(log n) 

Increasing randomnessp=0 p=1

k = 2



10.3 Watts-Strogatz Models

• Investigating clustering coefficients and average path lengths in 

dependence of p 

– For a graph with 5000 nodes

– Normalized by the clustering coefficient and the path length at p=0

• Clustering coefficient is still high for small p, but the average path 

length decreases extremely fast due to „short cuts‟

p 1



10.3 Navigability Model by Kleinberg

• Another interesting aspect of Milgram's experiment is why 
people are able to find short paths
– Even if a short cut exists, 

how do people know about it?

– Orthogonal to the question of 
why these short paths exist  

– Members only see local parts of 
the network, namely their own neighbors,
i.e., they route the letter 
in a decentralized fashion In social networks additional 
information (same profession, address, hobbies, etc.) is used to 
decide which neighbor is „closest„ to the recipient

– Milgram showed that the first steps of the letter were the 
geographically largest, while later steps were closing in on the 
target area



10.3 Navigability Model by Kleinberg

• A decentralized routing algorithm can be modelled
as follows
– Let every vertex v have a position Pos (v) on a grid in a d-

dimensional space Pos(v) := (x1, x2, …, xd) with all xi being 
integers; xi(v) is the position of v in dimension i

– Every vertex knows the underlying grid structure, the 
position of itself, its neighbors, and the target vertex (i.e., 
no global knowledge)

– Each vertex hands on the message (i.e., letter) to the one 
neighbor v that is next to the target t 

– The distance measure dM(v,w) is in this case given by the 
sum over the absolute difference ∑i |xi(v)-xi(t)| (Manhattan 
Distance)



10.3 Navigability Model by Kleinberg

• Let the routing algorithm take place on the 

following network model

– Start with a d-dimensional grid

– Add random edges between vertices v and w with a 

probability of

(inverse αth-power distribution)



10.3 Navigability Model by Kleinberg

• Node u is connected to all its neighbors (a, b, c , and d) 

and has a long-range link to some randomly chosen node 

v with a probablility proportional to dist(u, v)-



10.3 Navigability Model by Kleinberg

• Theorem: 
The routing algorithm will find ‘short‘ paths, 
if and only if α = d

– „short„ means paths with a length of O(log n) from any 
given source to any given target vertex

– Simulation results on the 
greedy routing algorithm
a 2-dimensional toroidal
grid with 20,000x20,000
nodes (averages over 
1000 runs)



10.3 Navigability Model by Kleinberg

• The idea behind the proof is that for any α < d there are 
too little random edges to make the paths short

• For α > d there are too many random edges, and hence 
too many choices to which the message could be 
passed on
– The message will make a (long) random walk through the network

• Kleinberg small worlds thus provide a way of building a peer-to-
peer overlay network, in which a very simple, greedy and local 
routing protocol is applicable
– However, a distinct mapping for nodes to a d-dimensional position 

and a metric to measure distances between nodes is needed 
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10.4 Scale-Free Networks



10.4 Experimental Findings

• The small-world network model and random graph models 
suggest that the degree of the vertices will not deviate 
much from the average degree in the graph

– For small-world networks the degree will be normal 
distributed 
around 2k  (with k as number of neighbors in the ring)

– For random graphs the degree will be normal distributed 
around (n-1)p

– That means in both cases all nodes have a very similar degree

• Is that also the case in real world networks?

• And how probable is it to find nodes with high degrees?



10.4 Experimental Findings

• In 1999 Albert-Laszlo Barabasi and his group at University of 

Notre Dame crawled a small portion 

of the Web to investigate its actual structure

– The degree distribution is power-law distributed, 

i.e., the probability that a node in the network 

is connects to k other nodes is  P(k) ~ k-γ

(usually with 2 < γ ≤ 3)

– This means that most vertices have a small 

degree (1-2), but on the other hand, high-

degree vertices are much more probable 

than in a normal distribution

– High-degree vertices are called „hubs„



10.4 Barabási-Albert Model

• Definition: All graphs with a power law node degree 
distribution form ‘scale-free’ networks, also called 
power-law networks

• What kind of network model can generate
this more realistic degree distribution?

• Fundamental ingredients:
– The network grows in time, i.e., one new vertex enters the 

network at any time step (discrete time modelling)

– There is no random edge generation between a new vertex 
and old vertices, but it follows the principle: “The rich get 
richer“
• the higher the degree of a possible target vertex, the higher the proba-

bility that the new vertex will attach to it (preferential attachment)



10.4 Barabási-Albert Model

• Preferential attachment defines the probability ∏(v) for
vertex v to get an edge to the new vertex as:

• The generative model (Barábasi-Albert model):
– Start with a small network (e.g., 10 vertices, 20 edges, at

random)

– In every time step, add a new vertex x. Add m edges from x to
the vertices v that are already there, where the target of the
edges is drawn with the probability given by the preferential
attachment



10.4 Barabási-Albert Model

• An alternative generative model („copying model‟) 
was given by R. Kumar, P. Raghavan, et al. in 2000
– In each time step randomly copy one of the existing nodes 

keeping all its links

– Connect the original node and the copy

– Then randomly remove edges from both nodes with a 
very small probability and for each removed edge 
randomly draw new target nodes   

• In this model the probability of node v getting a new 
edge in some time step is proportional to its degree 
at that time
– The more edges it has, the more probable it is that one of 

its  neighbors is chosen for copying in the next time step



10.4 Barabási-Albert Model

• In contrast to random networks, scale-free 

networks show a small number of well-connected 

hubs and many nodes with only few connections



10.4  Stability of Scale-Free Networks

• Important property of networks with scale-free degree 
distribution is robustness against random failures

– Remove a randomly chosen vertex v from a scale-free network 
and with high probability, it will be a low-degree vertex and 
thus the damage to the network will not be high

• But scale-free networks are very sensitive against 
attacks

– If a malevolent attack removes the highest degree vertices first, 
the network will very fast decompose in very small 
components 

• Note: random graphs are not robust against random 
failures, but not sensitive against attacks either 

– because all vertices more or less have the same degree
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10.5 P2P Networks and Models



• What do real Peer-to-Peer Networks look like?

• Depends on the protocols used

– It has been found that some peer-to-peer networks, 

e.g., Freenet, evolve voluntarily in a small-world with a 

high clustering coefficient and a small diameter

– Analogously, some protocols, e.g., Gnutella, will 

implicitly generate a scale-free degree distribution

10.5 What do real Peer-to-Peer Networks look like? 



10.5 What do real Peer-to-Peer Networks look like?

• For Freenet it could be shown that a low 
to medium load (in terms of numbers of 
files) leads to a small-world network

• This is achieved by routing table updates
– Every file is correlated with a key (by a hash function)

– A file will then be stored at some node with a similar key

– At each peer each request is forwarded to the node in its routing 
table having the closest key to the requested one

– If the request‟s time-to-live expires or a node does not have 
neighbors to send the file to, a backtracking „request failed‟ message 
is sent

– If the request is successful, the file is sent back via the routing nodes 
and each node saves the file and adds the sending node‟s address to 
its local routing table (i.e., frequently requested files are replicated)

– If the routing table is full, the least recently used (LRU) entry is 
evicted



10.5 What do real Peer-to-Peer Networks look like?

• Example of Freenet Routing

A

B

C

D

E

F

key = 9

B’s routing table

Key Pointer

6 C

15 D

D’s routing table

Key Pointer

9 F

1 E

? key=9

9?
Sorry!

9?
9?

9?

C’s routing table

empty

9
9

9

9              F



10.5 What should Peer-to-Peer networks look like? 

• What should Peer-to-Peer networks  look like?

• The answer clearly depends on the circumstances

• If it should be navigable in a decentralized fashion, 
– Make it a small-world and implement Kleinberg„s routing 

algorithm (or a variant, e.g., Symphony)

• If the peer-to-peer network could be under attack, 
– also make it a small-world, where most vertices have the same 

(low) degree 

• If it is peer-to-peer network in a small and secure context, 
e.g. an intranet in a company, 
– make it a scale-free network. This allows to buy only a small 

number of servers with a high bandwidth. These will work as 
'hubs' of the network



• The network structure of a peer-to-peer system influences:
– average necessary number of hops (path length)

– possibility of greedy, decentralized routing algorithms

– stability against random failures

– sensitivity against attacks

– redundancy of routing table entries (edges)

– many other properties of the system build onto this network

• Important measures of a network structure are:
– average path length

– clustering coefficient 

– the degree distribution

• It is necessary to influence the edge generation rules such that 
a network structure arises supporting the desired properties of 
the system

10.6 Summary


