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@ Overview of Web Retrieval

St gpy

A typical Web search engine:

Retrieval
Qalgorithms

The Web
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Lecture 11:
Web Crawling

1. How the Web Works
2. Web Crawling
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The Web

& The World Wide Web =

Resources + hyperlinks

N /
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@ Web Resources

Web Resources are uniquely identified by
Uniform Resource ldentifiers (URIS):

foo://example.com:8042/over/there?name ferret#nose

A
\ . & / Fragment

Scheme Authority Path Query

\

Most common:
HTTP, the Hypertext Transfer Protocol
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() HTTP

Typical HTTP URIs look like this:

http://WV\(w.googIe.com/se,zlalrch?q:i,fi‘s ,

R

Host Absolute path

/ T Fragm\ent

http://en.wikipedia.org/wiki/New_South Wales#History
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Normalized URIs

A In HTTP, everyJRI has anormalized form

A Normalization affects:

I (Un)gquoting of special characters (e.g. %7E represents ~)

I Case normalization (i.e. transform the hostname to lowercase)
I Remove the default port (HTT
i Remove path segments 0.0 andc

| €
http://abc.COM:80/~smith/home.html
http://ABC.com/%7Esmith/home.html
http://ABC.com:/%7Esmith/home.html?
http://abc.com:/~smith/../[~smith/home.html|?

http://ABC.com/././~smith/home.html

-

http://abc.com/~smith/home.html
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How Does HTTP Work?

A HTTP is arequest/response standard between

aclient and aserver

(1) Client sends reques>
<(2) Server sends response

A HTTP works on top ofTCP/IP
I Servers are identified by’ addresses (e.g. 134.169.32.171)

I Hostnames are mapped to Hlressesising
the Domain Name System (DNS)

I There is amany-to-many relationship between
IP addresses and hostnames
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How Does HTTP Work? (2)

A TCP/IP is based on IP addresses

A Therefore: When some client want to contact the host
www.google.com,ithastol ook up t he h

address first -
JJ DNS server
(2) Today €5 20

- J 3)S
\g (3) Send some HTTP Feéquest to 209.85.129.99 (port 80)
Client

(4) Get back the server’s HTTP response

85.129 99, amongst others. .-

Web server
9
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@ How Does HTTP Work? (3)

A How do HTTP requests look like?
A Example: http://www.google.com/search?g=ifis

HTTP requesE/Name of resource ~_ Carriage return
followed by line feed
GET4search?q =ifis  HTTP/L.1[CRLF] < /

Host: www.google.com L@,&El
Connection: close [CRLF]

OGETO reqguest met

— Hostname (since there could be different
hosts having the same IP address)
User- Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0) [CRLF]

Accept - Encoding: gzip [CRLF]
Accept - Charset : ISO -8859-1,UTF- 8;9=0.7,*;,0=0.7 [CRLF]
Cache- Control: no [CRLF]
Accept - Language: de,en;q =0.7,en -us;g=0.3 [CRLF]
[CRLF]
10
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@ How Does HTTP Work? (4)

A MatchingHTTP response of www.google.com:
HTTP/1.1 200 OK {@GRLEL

Cache- Control:

Date: Tue, 27 Jan 2009

Status code

ivate, max  -age=0[CRLF] (200 means

g Expires: - 1[@REEL.

S Content - Type:dext/html; charset =UTF Some information

- Server: gwsCRLF] related to caching
Transfer - Encoding: chunked [CRLF] MIME type of this resource
[CRLF]
<! doctype htmI><head><meta http - equiv=content - type content="text/html;

-§“ charset =UTF 8"><title> ifis - Google

0
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GMT [CRLF] dOresource

Search</title><script></script><style> \
[ e] The resource itself

f
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How Does HTTP Work? (5)

A Important types oHTTP requests are:
I GET:
Requests a representation of the specified resource
I HEAD:
Asks for the response identical to the one that would

correspond to a GET request, but without the response body
(useful to determine whether the resource has changed)

I POST:
Submits data to be processed (e.g., from an HTML form) to

the identified resource, which may result in the creation of a
new resource or the updates of existing resources or both

12
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How Does HTTP Work? (6)

A Important types oHTTP status codes are:
I 200 (OK): Standard response for successful HTTP requests

I 301 (Moved Permanently): This and all future requests
should be directed to a given URI

I 302 (Found / Moved Temporarily):  Only this request
should be directed to a given URI

I 304 (Not Modified): The resource has not been modified
since last requested

I 404 (Not Found): The requested resource could not be found
(but may be available again in the future)

I 410 (Gone): The resource requested is no longer available
(will not be available again)

13
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HTML

A What we have learned:
I How Web resources are identified (URIS)
I How Web resources can be retrieved (HTTP)

AWhat 6s s tHow db resoirceslook lige?

A Most web resources are dflIME type text/html,
l.e. they are text documents written using HTML

A HTML stands for
Hypertext Markup Language

A HTML was invented by
Tim BernersLee in 1991
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HTML (2)

A HTML is amarkup language, i.e., it provides means to
describe the structure of text-based information in
a document

Aln HTML you can denote ce
I Headings:
<h1>Main heading</h1> <h2>Sub Heading</h2>
I Paragraphs:
<p>Some text...</p>
I Lists:
<ul ><li >Firstitem</ li ><li >Second item</ |i ></ul >
I Links:
<a href ="http://www.google.com">Link to Google</a>
i é
15
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HTML (3)

<IDOCTYPE HTML PUBLIC-//\W3C//IDTD HTML 4.01//EN"
"http://www.w3.0rg/TR/html4/strict.dtd">
<html|>

<body>

<hl>Main Heading</h1>

<p>Some text</p>

Main Heading

Some text

<p>
Next paragraph containing a Next paragraph containing a link.
<a href ="http://www.yahoo.com">link</a>. .
</p> Sub heading
<h2>Sub heading</h2> _

: Some list:
<p>Some list:</p>
<ul ><li >ltem 1</ li ><li >ltem 2</ li ></ul > e [tem 1
<p>Again, some text</p> o ltem 2
</body> Again, some text
</html>

16
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HTML (4)

A Currently, HTML is available in many different versions:
I 1995: HTML 2.0 (based on SGML)
i 1997: HTML 3.2
i 1997: HTML 4.0
i 1999: HTML 4.01
iI2000: ol SO HTMLO
I 2000: XHTML 1.0 (based on XML)
i 2001: XHTML 1.1
i HTML 5

17
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@ The Beginnings of the Web Deil)llz

A Before 1989
I Hypertext and the Internet are separate, unconnected ideas
A 1989

I The English physici$im Berners -Lee is working atCERN,
the European Organization for Nuclear Research, in Geneva

I He recognizes amportant problem: Researchers from
around the world needed tshare data,
with no common presentation software

i He wr ot e a pr ohypertes atabaser with a |
t yped | i nks o little mterest, i so hegoegare r a t
Implementing this system onNeXT workstation
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The Beginnings of the Web

Berners-L e e Nie¥Tcube
‘

A 25 MHz CPU, 8 M864 MB RAM

19
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@ The Beginnings of the Web Dej

A 1990

CERN computer scientidRobert Cailliau joins
BernersL,eed0s Vvision and rewrite

Both present their idea at the European Conference on
Hypertext Technology but find no vendors who support them

The namewNorld Wide Web is born

By Christmas 1990, albols for a working Web have been
created by Bernerb ee:

A HTML

AHTTP

A A Web server software: CERMttpd

A A Web server: http://info.cern.ch

A A Web browser/editor: WorldWideWeb (runs only on NeXT)

20
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The Beginnings of the Web -

The first Web browser:

WorldWideWeh

Info - | Mark all 2 Tim; s Home: Dage

Mavigate - | mark selection M My home page

Document I Link to marked L

Find | LinktoMew N altas

Edit I~ | Unlink 2 [The Word-Vide Web Virtual Library: Subject Catalogue X
Links - | Linktafile...

Style I | Help

Print... 4]

he WWW Virtual Library
High-Energy Physics Information

CERHN Welcome

@ CERM Experiments
o

| Experiments

Page layaut
Wincdows

Services
Hide
Giuit

W W Su; I3 att for EX[ eriments

uropean Laboratory for Pal LEP experiment

Geneva, Switzerlan{ ALICE & Large lon Collider E
LHC

& Toroidal LHC appa

anthropology.

Archasnlog About the Laboratory:

| CMS Compact Muon Solen
° on CERM info 1'

Asian Studies

A I
Astronomy and EII . General information, divisions, groups and activities , scientific

Separate list

Bio Sciences Separate list.

21
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@ The Beginnings of the Web Deil)llz

A 1991

I NicolaPellowcreates asimple text browser that
could run on almost any computer

I To encourage use within CERN, they put tG&RN
telephone directory on the Web, which previously was
located on a mainframe

I BernersLee announces the Web in tradt.nypertext
newsgroup:
o T WerldWideWeb (WWW) project aims to allow all links
to be made to any information anywhere. [...] The WWW
project was started to allow high energy physicists to share
data, news, and documentation. We are very interested in
spreading the web to other areas, and having gateway servers

f or ot her dat a. Coll aborator
22

Information Retrieval and Web Seanthifdg@iieand José RintdechniddhesersBéaunschweig



The Beginnings of the Web

A 1993

I The Web spreads around the world

I The graphical Web browsawvlosaic is developed by a team at
the National Center for Supercomputing Applications (NCSA)
at the University of lllinois at Urbar@hampaign; the team is
led by the later founder of Netscap®]arc Andreessen

A 1994

I Netscape is founded m

I Mosaic becomes thietscape Navigator

I TheWorld Wide Web Consortium (W3C) Is founded by
BernersLee at the Massachusetts Institute of Technology with
support from the Defense Advanced Research Projects Agenc
(DARPA) and the European Commission

23
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Lecture 11:
Web Crawling

1. How the Web Works
2. Web Crawling
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A Basic Crawler

A A basic crawler (aka robot, bot, spider) consists of:
I A queue of URIs to be visited
I A method toretrieve Web resources and process HTTP data
I A page parser to extract links from retrieved resources
I Aconnectont o t he se@mdegeh engi neod

A The basic mode of operation:

Initialize the queue with URIs of knovaeed pages
Take URI from queue

Retrieve and parse page

Extract URIs from page

Add new URIs to queue

6. GOTO (2)
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Problem Size

A The Web is large60 billion pages ( mor e or |
ALet 6s as s ummwl aaeh paga onte atyear

A How many pages do we have to crapdr second then?
I 60,000,000,000 pages per year
I 5,000,000,000 pages per month
I 166,666,667 pages per day
I 6,944,444 pages per hour
I 115,740 pages per minute
I 1929 pages per second

A Well, it seems like we needlighly scalable c r a wl €

26
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Further Complications

A Apart from scalability,
there are further issues

How to detect spam pages?

How to detect duplicates or pages already seen?
How to avoidspider traps?

A We need many machines, how do westribute?

A How to handlelatency problems?

A How to limit the usedbandwidth?

A How deep should we crawl sites?

A How to comply withthes i t e o wishes? o s

To To Ix

27

Information Retrieval and Web Searébiftidgatkand José FintbechniddheversBéunschweig



@ MUST -Have Features

A Robustness

| Golden rule:
For every crawling problem you can (or cannot) think of,
there will be a Web page exhibiting this problem

I Web pages, URLs, HTTP responses,
and network traffic as such can be
malformed and mightcrash your software

I Therefore, usevery robust software
i oVery robust o0 -stagdard | | vy

I Robustness also refers to the ability to
avoid spider traps
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@ MUST -Have Features (2)

A Politeness

i Web site owneros wusually hawv
I Do not generate unnecessarily high traffic!

I Do not sl ow down ot her peopl
l.e., keep the number of requests per time unit low!

I Obey explicit crawling policies set by site owners
(e.g. robots.txt)!
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@ Robot Exclusion Standard Demmi

A The robot exclusion standard

I Exclude some resources from access by robots,
and thus from indexing by search engines

I Put afile namedobots.txt 1 n your dlevelai nos
directory (e.g. http://en.wikipedia.org/robots.txt),
which specifies what resources crawlers are allowed to acces:

I Caution: Thi s ostandardod I s not a
|l td0s purely advisory!
A Examples:

T Allow all robots to view all files:
User-agent: *
Disallow:

30

Information Retrieval and Web Seaftbifdgalkand José RintbechnisdheversBaaunschweig



@ Robot Exclusion Standard

A More examples:

" Keep all robots out:
User- agent: *
Disallow: /

Exclude certain resources:
User- agent: *

Disallow: /  cqi - bin/

Disallow: /private/

Exclude a specific bot:
User- agent. BadBot
Disallow: /private/

Limit the number of requests per second:
Request- rate: 1/5

Recommend a visit time interval (in GMT):

Visit -time: 0600 -0845
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